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== FEBHE A 1SO 14443
o ENZRFID I

Frequency range Commonly associate applications ISO (and ISO/IEC) stan4ards
Animal identification, access control,
LF <135 kHz car ignition keys ISO/IEC 18000-2 l

% Smart card applications, access control, financial ISO/IEC 18000-3, ISO/IEC 1v4443,
HF 13.553-13.567 MHz | ™ .. i< hational ID cards, passports, ticketing | ISO/IEC 15963, ISO/IEC 18092, ISO/IEC 21481

Active RFID for cargo handling and military i
UHF 433 MHz logistics in the USA & NATO countries cole

Materials handling, asset tracking, logistics supply

_ chain, item-level tracking, RFID/electronic article ’
UHF 840 - 960 MHz surveillance (EAS) tags, cargo handiing, airline ISO/IEC 18000-6, ISO/IEC 29143

baggage, transportation

UHF 2.45 GHz [tem management ISO 18000-4
UHF 2.45 GHz Real Time Locating Systems (RTLS) ISO/IEC 24730-2, ISO/IEC 24730-5
Table 2 — Common frequency range@mions driven by ISO standards.
ISO Focus+ April 2010 © ISO Focus+, www.iso.org/isofocus+ 13
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Estonian elD cryptography mess -
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750000 cards compromised

By Joe McNamee

In 2017, a flaw causing vulnerabilities in millions of encryption keys, including national
Estonian electronic ID (elD) cards, was discovered. A month and a half after the
discovery, the Estonian Police publicly announced the vulnerability, but stated that the
elD cards “are completely secure”

What is public key cryptography?

Firstly, the issue is about public key cryptography. Using public key cryptography. a
message is encrypted and decrypted. This encryption relies on a public key and a
matching private key. The sender of a message gets the recipient’s public key. The
sender uses the public key to encrypt the message and then sends it. The recipient then
decrypts the message using the private key that matches the public key that was used to
encrypt the message

T - >

In elD systems, the private key is the elD. The private key is used by encrypting a unique

numerical representation of a digital file, a checksum, of any document that is to be
signed. This checksum proves the authenticity and the integrity to a recipient of such a
cryptographically signed document. The encrypted checksum is often called a
certificate. This would also be the basis for voting using electronic voting systems
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