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ROYAL FREE HOSPITAL- GOOGLE DEEPMIND

⚫ UK’s Information's Office (ICO) ruled that the Royal free London, National 
Health Service (NHS) Foundation Trust failed to comply with the Data 
Protection Rule. (July 2017)

⚫ Information Sharing Agreement (Sep 2015)

⚫ DeepMind would process patient records in the past 5 years with personal 
identifiable information held by Royal Free to develop a new smartphone app 
called “Streams”.

⚫ DeepMind had received 1.6 million patient records without patients’ consent

⚫ No prior consulting to relevant regulatory bodies (ICO, HRA)





INFORMATION COMMISSIONER'S OFFICE (ICO) 

⚫ Data transfer without explicit consent 

⚫ No privacy impact assessment had been carried out  

⚫ The scope of data transfer was too much extended 

⚫ Data Controller (Royal Free) vs Data Processor (DeepMind)

⚫ DeepMind: 

(a) direct care (no explicit consent required)

(b) the app would not apply any of the machine learning or AI techniques.



THE CONCERNS FROM THE SOCIETY

⚫ Care. Data Programme (2014) 

⚫ DeepMind was able to access all data stored at the Secondary User 
Service (SUS) database as there is no separate dataset for kidney conditions, 
including sensitive data and day-to-day hospital activity

⚫ Opt out issue: patients need to write to GP for opting out from the SUS 
database.

⚫ Data could be used to build other tools: Google DeepMind refuse to discuss 
what other tools it could build based on the data 

⚫ Transparency & Accountability 
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⚫ Data monopoly by Mergers and Acquisitions 



AI AND PRIVACY 

⚫ AI system depends on ingesting as much training data as possible– it is 

adverse to the goals of privacy for data minimisation. 

⚫ Privacy impact assessment -- Q: how do we value fairness and accuracy in 
the assessment? 

⚫ Adaptive algorithms are changing constantly, and even the designer may not 
fully explain the results they generate. 

⚫ Q: the right to explanation under the EU GDPR?

⚫ Transparent + Comprehensible 
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